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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) - Second and Third Year

Course Title: Data Communication and Computer Network

Course Code: FYCS-C301

Credit: 4

Nature of Course: Core

Classes Per Week: L: 3 T: 0 P: 2

Course Objectives:

1. To develop a strong understanding of the fundamental concepts of data communication

models and communication architectures.

2. To examine the characteristics of various communication media and analyze how signals

propagate through them, including the impact of transmission impairments.

3. To comprehend the core principles of signal encoding, as well as error detection and error

correction techniques.

4. To explore methods of flow control and multiplexing aimed at optimizing bandwidth
utilization in data communication systems.

5. To gain an understanding of advanced concepts and techniques involved in efficient and
reliable data communication.

Course Outcomes (COs):

After successful completion of this course, students will be able to:

CO1: Explain the fundamental concepts of data communication models and communication
architectures.

CO2: Analyze the characteristics of different communication media and evaluate signal
propagation along with transmission impairments.

CO3: Apply signal encoding techniques and demonstrate understanding of error detection

and error correction methods.

CO4: Illustrate and implement flow control and multiplexing techniques to improve

bandwidth utilization.

CO5: Evaluate and apply advanced concepts for designing efficient and reliable data
communication systems.

Syllabus

Module I
[08 Hours]

Data Communications: Components, Data Representation, Data Flow; Networks: Network

Criteria, Physical Structures; Network Types: Local Area Network, Wide Area Network,

Switching, The Internet; Protocol Layering: Principles of Protocol Layering, Logical
Connections; TCP/IP Protocol Suite: Layered Architecture, Layers in the TCP/IP Protocol

Suite, Encapsulation and Decapsulation, Addressing, Multiplexing and Demultiplexing; The
OSI Model: OSI versus TCP/IP
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) – Second and Third Year

Module II [08 Hours]
Data and Signals; Periodic Analog Signals; Digital Signals; Transmission Impairment:

Attenuation, Distortion, Noise; Data Rate Limits: Noiseless Channel: Nyquist Bit Rate,

Noisy Channel: Shannon Capacity; Performance: Bandwidth, Throughput, Latency,

Bandwidth-Delay Product, Jitter; Transmission Media; Unguided Media: Radio Waves,
Microwaves, Infrared

Module III [08 Hours]

Digital-to-Digital Conversion; Analog-to-Digital Conversion; Transmission Modes: Parallel

Transmission, Serial Transmission; Digital-to-Analog Conversion; Analog-to-Analog
Conversion

Module IV
[08 Hours]

Introduction to Data-Link Layer; Link-Layer Addressing; Error Detection and Correction;
Cyclic Redundancy Check (CRC); Data Link Control (DLC; Data-Link Layer Protocols;
HDLC; Point-to-Point Protocol (PPP); Media Access Control (MAC); Controlled Access;

Channelization; Multiplexing; Switching: Circuit-Switched Networks, Packet Switching:
Datagram Networks, Virtual-Circuit Networks

Module V [08 Hours]

Network-Layer Services; Packet Switching; Network-Layer Performance; IPv4 Addresses;

Forwarding of IP Packets; Internet Protocol (IP); ICMP; Unicast Routing; Unicast Routing
Protocols; IPv6 Addressing; Transition from IPv4 to IPv6

Module VI [08 Hours]

Functions of transport layer, Process-to-process communication, Multiplexing and

demultiplexing, Connection-oriented vs connectionless services, Protocols: TCP and UDP.

Principles of network applications, Client-server and peer-to-peer models, Socket interface
basics, Application protocols: HTTP/HTTPS, FTP, SMTP, DNS, DHCP

Text Books:

1. Forouzan, B. A., Data Communications and Networking, 5th Edition, McGraw-Hill.

References:

1. Stallings, W., Data and Computer Communications, Pearson.

2. Forouzan, B. A., TCP/IP Protocol Suite, McGraw-Hill.

3. Tanenbaum, A. S., Computer Networks, Pearson.
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) – Second and Third Year

Practical's:

1. Study of different types of network cables (UTP, coaxial, fiber optic) and their
specifications.

2. Creation of LAN using networking devices (hub, switch, router) and IP configuration.
3. Implementation of basic networking commands (ping, ipconfig/ifconfig, tracert, netstat).
4. Simulation of OSI model using networking tools/software.

5. Study and implementation of different line coding techniques.
6. Simulation of error detection techniques (Parity Check, CRC).
7. Implementation of Stop-and-Wait and Sliding Window protocols using C/Python.
8. Simulation of CSMA/CD and CSMA/CA protocols.

9. Study of multiplexing techniques using simulation tools.

10. Implementation of shortest path routing algorithm (Dijkstra's Algorithm).

11. Configuration of basic routing using Packet Tracer/NS2/NS3.

12. Study of IP addressing and subnetting exercises.
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) – Second and Third Year

Course Title: Database Management System

Course Code: FYCS – C302

Credit: 4

Nature of Course: Core

Classes Per Week: L: 3 T:0 P:2

Course Objectives:

The course aims to:

1. Understand the fundamental concepts, historical perspectives, current trends, structures,

operations, and functions of different components of database systems.
2. Recognize the importance of database analysis and design in the implementation

database applications.

3. Describe the role of transaction processing in database systems.
4. Understand various concurrency control mechanisms used in database systems.

5. Explain the roles of recovery and security in database systems.

Course Outcomes (COs):

After successful completion of this course, students will be able to:

CO1: Analyze data organization requirements and their interrelationships.

CO2: Illustrate the features of different data models and their applications for data storage.

CO3: Design and execute queries to retrieve and maintain data effectively in databases.

CO4: Analyze physical database design and evaluate performance using normalization and

query processing techniques.

of

CO5: Examine best practices related to indexing, transaction management, and concurrency

control in database systems.

Module I

Syllabus

Lani

[09 Hours]

Purpose of Database System, View of Data, Database Languages, Transaction Management,
Database Architecture, Database Users and Administrator, Types of Database System;
Overview of Design Process, E-R Model, Constraints, E-R Diagram, E-R Diagram Issues,
Weak Entity Sets, Extended E-R Features, Reduction to E-R Schemas

Module II [09 Hours]

Structure of Relational Database, Codd's Rules, Fundamental Relational Algebra Operations,
Additional Relational Algebra Operations, Extended Relational Algebra Operations; Data

Definition, Basic Structure of SQL Queries, Set Operations, Aggregate Functions, Null
Values, Nested Sub Queries, Complex Queries, Views, Modification of Database, Joined
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) - Second and Third Year

Relations, SQL Data Types and Schemas, Integrity Constraints, Authorization, Embedded
SQL, Triggers

Module III
[09 Hours]

Functional Dependency, Decomposition, Normalization, First Normal Form, Second Normal

Form, Third Normal Form, BCNF, Multivalued Dependencies and Fourth Normal Form, Join

Dependencies and Fifth Normal Form, DKNF

Module IV [09 Hours]

Ordered Indices, B+ Tree Index Files, B-Tree Index Files, Multiple Key Access, Static

Hashing, Dynamic Hashing, Comparison of Ordered Indexing and Hashing, Index Definition

in SQL; Measure of Query Cost, Selection Operation, Evaluation of Expressions

[09 Hours]Module V

Transaction Concepts and ACID Properties, Transaction States, Implementation of
Atomicity and Durability, Concurrent Executions, Serializability and Its Testing,
Recoverability, Lock-Based Protocols, Validation-Based Protocol, Multiple Granularity,
Multiversion Schemes, Deadlock Handling

Text Book

1. Silberschatz, A., Korth, H. F., and Sudarshan, S., Database System Concepts, 6th
Edition, Tata McGraw-Hill, New Delhi, 2011. (T1)

Reference Books

1. Elmasri, R. and Navathe, S. B., Fundamentals of Database Systems, 7th Edition,

Pearson Education, New Delhi, 2016. (R1)

2. Ullman, J. D. and Widom, J., A First Course in Database Systems, 3rd Edition, Pearson

Education, New Delhi, 2014. (R2)

Practical's:

1. Study of DBMS Environment and Tools

Installation and familiarization with DBMS software (MySQL/Oracle/SQLite), basic

commands.

2. Creation of Database and Tables

Write SQL queries to create database, tables, and define primary keys and constraints.

3. Data Manipulation Operations

Perform INSERT, UPDATE, DELETE operations on tables.
4. Basic SQL Queries

Write queries using SELECT, WHERE, ORDER BY, DISTINCT.

5. SQL Aggregate Functions and Grouping
Use COUNT, SUM, AVG, MAX, MIN, GROUP BY, HAVING.

6. Set Operations and Joins

Implement UNION, INTERSECT, DIFFERENCE; INNER JOIN, OUTER JOIN.
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) - Second and Third Year

7. Nested Queries and Complex Queries

Write subqueries (nested queries) for solving complex problems.

8. Views and Indexes

Create and use views; implement indexing and analyze performance.
9. Constraints and Triggers

Apply integrity constraints; create and execute triggers.

10. Normalization and Schema Design

Perform normalization (1NF, 2NF, 3NF, BCNF) on given relations.
11. Transaction Control

Use COMMIT, ROLLBACK, SAVEPOINT; demonstrate ACID properties.
12. Concurrency Control Simulation

Demonstrate locking mechanisms, deadlock situations, and basic recovery concepts.
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) – Second and Third Year

Course Title: Computational Thinking Through MATLAB and Python

Course Code: FYCS-SEC305

Credit: 3

Nature of Course: Skill Enhancement Course

Classes Per Week: L: 2 T: 0 P: 2

Course Objectives:

1. To introduce students to the core syntax, data structures, and execution environments

of both MATLAB and Python.

2. To develop students' ability to break down complex problems and implement logical

solutions using flow control, loops, and conditional statements.

3. To train students in handling, indexing, and manipulating arrays and data structures

for scientific and engineering applications.

4. To teach students how to effectively generate, label, and interpret 2D data plots and

visualizations.

5. To instill best practices in code reusability and organization through the creation of

custom scripts, functions, and the use of external libraries.

Course Outcomes:

After successful completion of this course, students will be able to:

CO1: Students will be able to navigate the MATLAB desktop and Python environments to

write, debug, and execute interactive commands and multi-line scripts.

CO2: Students will be able to construct and manipulate matrices in MATLAB and

list/dictionary structures in Python to process multi-dimensional data.

CO3: Students will be able to design and implement loops and conditional branches to

automate repetitive tasks and make algorithmic decisions.

CO4: Students will be able to write code that translates raw numeric data into clear,

professional visual graphics with proper annotations.

CO5: Students will be able to develop user-defined functions and import standard libraries

to build efficient, readable, and maintainable programs.

Ranir

Module 1

Syllabus

[15 Hours]
The MATLAB Environment (Command Window, Workspace, Current Folder,
Editor, Live Editor), Variables and Basic Arithmetic (Creating Variables, Suppressing O/P
using;, Operators +,-,*,), Matrices and Arrays (Scalars, Vectors, Matrices and use of Colon

operator), Array Indexing and Manipulation (Accessing elements, matrix Indexing, End
keyword and element by element comparison), Basic Plotting and Visualization (2D plots
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) - Second and Third Year

and Annotations), Scripts vs. Functions(.m files and function keyword), and Basic
Programming Flow Control(For, While, If elseif else)

Module 2 [15 Hours]
Variables and Data Types (Integer, String, Boolean), Basic Data Structures (List,

Dictionaries, Tuples), Indentation and Control Flow (Use of Whitespace, If/else etc.), Loops
(For Loop, While Loop), Functions (def keyword). Importing and including library functions.

Textbooks

1. MATLAB: A Practical Introduction to Programming and Problem Solving - Stormy

Attaway

2. MATLAB for Beginners - Peter I. Kattan

3. Python Crash Course - Eric Matthes

4. Fluent Python - Luciano Ramalho

Reference Books

5. https://www.matlabacademy.mathworks.com
6. Python Cookbook - David Beazley

Practical's:

1. Write a program to explore the MATLAB environment; demonstrate your familiarity by

using the Command Window to define a variable, the Workspace to verify it, the Editor

to save a script, and the Help section to look up a function.

2. Write a program to create a 3x3 magic square; verify the "magic" property by extracting

specific elements to show that the sums of  the rows and columns are equal.

3. Write a program to define two 2 x 2 matrices and compute both their standard matrix

product and their element-by-element product; include a comment reflecting on why

these two operations yield different results.

4. Write a program to generate a time vector from 0 to 2*pi using the colon operator;

calculate the sine of  these values and plot the result with a grid, title, and clearly labeled
axes.

5. Write programs creating of two files a function that converts temperature from

Fahrenheit to Celsius, and a script that prompts the user for input and calls that

function to display the result.

6. Write a program that uses a loop and conditional if-elseif statements to iterate through

a vector of grades, categorizing and counting how many are labeled as "Pass," "Fail,"
Or "Excellent."

7. Write a program to create an interactive "Mad Libs" game that uses the input () function

to collect parts of speech and displays the final story using f-strings.
8. Write a program to manage a shopping list that utilizes a while loop to allow users to

continuously add, remove, or view items until they type "exit."
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) - Second and Third Year

9. Write a program to create a digital rolodex using a dictionary implement logic that

allows users to look up a phone number by name or add a new contact if the name is not

found.

10. Write a program to solve the "Fi zzBuzz" challenge for numbers 1 to 50; use the modulo

operator (%) to print "Fizz" for multiples of 3, "Buzz" for multiples of 5, and
"FizzBuzz" for multiples of both.

11. Write a program that defines a function to check password strength; the function should

return True or False based on whether the input string meets specific length and special
character criteria.

12. Write aa program that imports the random module to simulate rolling two six-sided

dice 1,000 times; calculate and print the percentage of rolls where the sum equals 7.
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) - Second and Third Year

Course Title: Analytical and Decision-Making Skills

Course Code: FYCS-AEC306

Credit: 2

Course Objectives:

The course aims to:

Nature of Course: Ability Enhancement Course

Classes Per Week: L: 2 T: 0P: 0

1. Develop analytical thinking and problem-solving abilities among students.
2. Enhance logical reasoning and data interpretation skills.

3. Build decision-making capabilities in structured and unstructured situations.

4. Introduce techniques and tools for effective decision making.

5. Improve critical thinking for real-life and professional scenarios.

Course Outcomes (COs):

After successful completion of this course, students will be able to:

CO1: Apply analytical thinking to solve real-world problems.

CO2: Interpret data and draw meaningful conclusions.

CO3: Use logical reasoning for structured problem solving.

CO4: Apply decision-making techniques in various scenarios.

CO5: Evaluate alternatives and select optimal decisions.

Module I

Syllabus

[15 Hours]

Introduction to Analytical Thinking: Meaning, Importance, and Applications; Logical
Reasoning: Deductive and Inductive Reasoning, Statements and Arguments, Syllogism;
Quantitative Aptitude: Number Systems, Percentages, Ratios and Proportions, Averages;
Data Interpretation: Tables, Bar Graphs, Pie Charts, Line Graphs; Problem Solving
Techniques: Pattern Recognition, Series Completion, Puzzles; Critical Thinking:
Assumptions, Inferences, Evaluation of Arguments

Module II [15 Hours]

Introduction to Decision Making: Concepts, Types of Decisions, Decision-Making Process;
Decision Making Models: Rational Model, Bounded Rationality, Intuitive Decision Making;
Tools and Techniques: Decision Trees, Cost-Benefit Analysis, SWOT Analysis; Risk and

Uncertainty: Types of Risk, Decision Making under Risk and Uncertainty; Group Decision
Making: Brainstorming, Consensus, Delphi Technique; Ethics in Decision Making, Real-
Life Case Studies

Text Books

1. Sharma, R. S., Quantitative Aptitude, McGraw-Hill.

2. Kahneman, D., Thinking, Fast and Slow, Penguin.

Reference Books

1. Bazerman, M. H., Judgment in Managerial Decision Making, Wiley.
2. Cottrell, S., Critical Thinking Skills, Palgrave Macmillan.

10|Page

Rauj sgee
Department of Cyber Defencе

Shueli Peiga fu



Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) - Second and Third Year

Course Title: Information Security and Cyber Law

Nature of Course: CoreCourse Code: FYCS- C401

Credit: 4 Classes Per Week: L: 3 T: 0 P: 2

Course Objectives:

The course aims to:

1. Understand fundamental concepts of information security and cyber threats.

2. Develop knowledge of cryptographic techniques and network security.

3. Familiarize students with cyber laws and legal frameworks.

4. Understand cyber crimes, investigation techniques, and digital forensics.

5. Apply security and legal principles in real-world cyber environments.

Course Outcomes (COs):

After successful completion of this course, students will be able to:

CO1: Analyze information security requirements and threat models.

CO2: Apply cryptographic and network security techniques.

CO3: Interpret cyber laws and legal provisions related to IT systems.

CO4: Investigate cyber-crimes using forensic techniques.

CO5: Evaluate security policies, compliance, and ethical issues.

Syllabus

Module I [09 Hours]

Information Security Concepts, Information Security Goals, Security Attacks: Passive
Attacks, Active Attacks, Security Services and Mechanisms, Risk Management: Threats,
Vulnerabilities, Risk Assessment, Security Policies and Standards

Module II [09 Hours]

Cryptography Basics: Symmetric Encryption, Asymmetric Encryption, Hash Functions,

Digital Signatures; Network Security: Firewalls, Intrusion Detection Systems, Virtual Private
Networks, Authentication Mechanisms

Module III [09 Hours]

Cyber Security Concepts, Cyber Threats and Attacks, Malware: Viruses, Worms, Trojans,
Cyber Crimes: Hacking, Identity Theft, Phishing, Online Fraud, Ethical Hacking Concepts,
Incident Response
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) - Second and Third Year

Module IV [09 Hours]

Fundamentals of Cyber Law, Information Technology Act 2000 and Amendments, Digital

Signatures, Electronic Records, E-Commerce Laws, Intellectual Property Rights in

Cyberspace, Cyber Jurisdiction, Cyber Offences and Penalties

Module V [09 Hours]

Digital Forensics: Evidence Collection, Preservation, Analysis, Cyber Crime Investigation

Techniques, Admissibility of Digital Evidence, Cyber Security Governance, Data Protection

and Privacy, Cyber Ethics, Security Compliance and Audit

Text Books

1. Stallings, W., Cryptography and Network Security, Pearson.

2. Singhal, A. and Shivakumar, N., Cyber Security and Cyber Laws, McGraw-Hill.

Reference Books

1. Charles P. Pfleeger, Security in Computing, Pearson.

2. Nina Godbole, Information Systems Security, Wiley India.

3. IT Act 2000 Bare Act (Government of India).

Practical's:

1. Study of basic security tools and operating system security settings.

2. Implementation of basic encryption and decryption techniques (Caesar Cipher, RSA
basics).

3. Password security and hashing techniques using tools/software.
4. Configuration of firewall settings in Windows/Linux.

5. Network scanning and vulnerability analysis using tools (e.g., Nmap).

6. Study and simulation of common cyber-attacks (phishing, malware behaviour).
7. Packet analysis using Wireshark.

8. Digital evidence collection and analysis basics.

9. Case study analysis of cyber-crime incidents.

10. Study of IT Act provisions through real-life examples.

11. Risk assessment and security policy drafting exercise.

12. Incident response and reporting simulation.
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) - Second and Third Year

Course Title: Object Oriented Programming

Course Code: FYCS-C402

Credit: 4

Nature of Course: Core

Classes Per Week: L: 3 T: 0 P: 02

Course Objectives:

The course aims to:

1. To transition students from procedural thinking to an object-oriented mindset, utilizing
classes, objects, and encapsulation.

2. To familiarize students with the Java ecosystem (JVM, JDK, JRE) and teach them how

Java achieves its platform-independent capabilities.
3. To introduce core OOP principles such as inheritance, polymorphism, abstraction, and

interfaces for building reusable and scalable code.

4. To train students to predict, identify, and handle runtime errors gracefully using Java's
built-in exception handling framework.

5. To provide students with foundational knowledge in manipulating strings and handling
basic file input/output operations.

Course Outcomes:

After successful completion of this course, students will be able to:

CO1 Students will be able to configure a Java development environment and write
syntactically correct programs utilizing basic data types, operators, and interactive
console I/O.

CO2 Students will be able to design and implement complex branching logic, loops, and
multi-dimensional arrays to solve computational problems.

CO3 Students will be able to model real-world entities by creating custom Java classes with

appropriate attributes, methods, constructors, and strict data encapsulation.
CO4 Students will be able to implement multi-level inheritance structures, polymorphic

method overrides, and interfaces to reduce code redundancy.

CO5 Students will be able to develop programs that read/write external text files and employ

standard try-catch blocks to prevent sudden application crashes.

Module 1

Syllabus

[09 Hours]

Evolution of Java, JVM architecture, and the "Write Once, Run Anywhere" philosophy.

Syntax Basics: Variables, Constants, and Data Types; Logic Flow: Decision-making

statements - if, if-else, nested if; switch statement, Looping Constructs: for loop; while loop;

do-while loop; Nested loops; Loop control statements (break, continue).
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